Research Vision
Martin C. Carlisle

I just love a good problem, and have both a diverse range of talents and interests in computer science.  As a result, I have published in computer science education, programming languages, simulation, and computer security.

Most recently I have been working in the field of computer security.  This started with the “I Love You” virus.  I reverse engineered that virus and created an antivirus program which was deployed at multiple Air Force bases.  Following this, I identified a problem in the Outlook security patch.  After informing Microsoft, I published a paper on this at an IEEE Information Assurance Workshop.  During my sabbatical at Auburn, I published on rewriting software to add security rules to make it safe to redistribute reused component libraries within the .NET Framework.  I also helped several graduate students working on dissertations involving simulation of security protocols.

Five different summers, I have worked at the Institute for Defense Analyses Center for Computing Sciences in Bowie MD at a program called SCAMP.  SCAMP brings together individuals from various government agencies to work on classified problems of interest to the intelligence community.  I have published each summer there, and have attached a letter from their director commenting on the quality of that work.


This past year I have been the coach of the Air Force Academy’s cyber competition team.  Our team has participated in numerous competitions sponsored by organizations around the world.  Although we have only undergraduate students, we compete regularly against teams consisting of graduate students and professional computer security experts.  Under my coaching, the team has explored computer security interests from reverse engineering, forensics, web hacking, programming, cryptography, network analysis and others.  And, they’ve done extremely well!  They placed 2nd in the 2012 National Collegiate Cyber Competition finals (without any graduate students), won the NSA 2012 Cyber Defense Exercise (beating the graduate teams), and placed 1st of 331 US/Canadian undergraduate teams in the 2012 NYU Poly Cyber Security Awareness Week CTF Qualifying round.  

These experiences have shown me the deplorable state of software development, and how this contributes to cyber incidents that cost our economy significantly, in stolen innovation by foreign competitors, in bank fraud, and may yet lead to a national crisis by terrorist or foreign military action.  To solve this, I have been working on applying cutting edge formal methods to software development and network security.  I am the principal investigator for a $173,000 grant from DARPA to implement an authoritative DNS server where we can formally prove the absence of large classes of security vulnerabilities.


In collaboration with Intel Corp, I will also be supervising four undergraduate researchers during the spring of 2013, exploring how hardware can be used to prevent return-oriented programming and automatic categorization of viruses.  


My broad computer science background and deep knowledge of many computer security topics will allow me to lead both undergraduate and master’s students in exploring how we can make fundamental changes to the way computer security is done, from being reactive to proactive and preventing incidents before they occur.

